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Best Practices for Networking and Telecommunications

The following APG best practices address various aspects of providing and managing the infrastructure needed to ensure effective voice, data, and video telecommunications services to its clients. This infrastructure is a critical resource needed to support its clients businesses. Guidance is provided for both local area

and wide area networking (LAN and WAN).

Best Practice 1. Network Planning and Application Changes. Network designer should ensure that network planning is well integrated with applications design/acquisition and roll out. From the application analysis stage through the design/acquisition stage, designer should review application bandwidth requirements, real-time data flow needs, and expected system capacity changes from other sources. These reviews should be conducted annually.

Best Practice 2. Strategic Planning. Client liaison should review client business changes with internal networking staff to ensure network implications are addressed in a timely manner. Changes in business volume, staffing levels, applications, or facilities (e.g., relocation, construction, or renovations) may affect network services.

Best Practice 3. Telecommunications Service Change Planning. Any proposed change to telecommunications service should prompt a conference with the client regarding the amount of lead-time required to make service changes involving current telecommunications contracts. 

Best Practice 4. Domain Name Systems (DNS). Clients with external (public) website(s)  should have a primary and a secondary DNS server (required for domain registration), each of which should reside on a separate network. This practice enables the website(s) to remain visible to users if one network is down. This should be verified with the hosting ISP (Internet Service Provider).  Ideally, APG Network Administrator should be listed as Technical Contact on domain registration record.

Best Practice 5. Planning for Voice, Video and Data. Network designer should design for voice, video, data, and image traffic on the network. Although Gigabit Ethernet is rarely provided to the desktop, it is in common use as a backbone technology and should be considered. Examples of other design components to address potential future business needs are layer three intelligent switches, layer four bandwidth management facilities, and switched 100 Mbps Ethernet service. Few, if any, applications warrant Gigabit Ethernet to the desktop.  Typically, unshielded cabling is sufficient for most applications except in special “noisy” environments such as the operatory areas of dental practices.  In these situations, a more expensive shielded cable plant should be installed and custom shielded equipment drop cables fabricated.  All cabling plants should be scoped and certified to run at stated speeds.

Best Practice 6. Network Planning and Risk. Network designer should allow security and risk planning decisions to drive decisions regarding network design for redundancy, fail-over, and disaster recovery.

Best Practice 7. Wireless LANs. Network designer should implement wireless LANs only when there is good business reasons to implement them and cost/benefit justifications (such as wireless print servers). Clients should consider the more frequent need for equipment changes for wireless infrastructure when assessing costs and benefits. For most implementations, the IEEE 802.11b standard should be implemented. All devices used for wireless LANs should carry the Wireless Ethernet Compatibility Alliance’s (WECA) WiFi interoperability certification. For a current list see: http://www.wirelessethernet.org/.  Clients within the healthcare industry require HIPAA compliance as of January 2003; thus all wireless devices require encryption to be configured (not the default).

Best Practice 8. Wireless Services. Any deployment of wireless LAN/WAN services requires a thorough site survey including testing/inspection.

Best Practice 9. Test Environment. When adding new applications to a network, client/support team should establish a test environment (platform).  Client

should use a parallel network infrastructure (in-house environment or  vendor/APG provided environment). The test environment should not exceed the requirements of the planned operational environment. An alternative to a test environment would be use of a controlled, measured implementation (validates network needs above).  Whenever possible, the development environment should model and not exceed the infrastructure of the planned operational network environment (e.g., available bandwidth).

Best Practice 10. LAN Bandwidth Management (existing networks)

•(Switches). Convert central hubs to switches to realize an instant performance increase and to enable better management of bandwidth, even in a 10 Mbps Ethernet or a Token Ring environment. Switches operate at layer 2 in the manner of multiple bridges, vastly reducing collisions, and thus, the need for repeat traffic. The old hub can be connected to the switch to cascade bandwidth to low-end users.

•(Bottlenecks).  Identify the bottlenecks responsible for throughput degradation and attempt to address them. Workstations, RAIDs, and servers can be involved. Just upgrading from 10 Mbps to 100 Mbps Ethernet service may not fix a workstation or server I/O problem. If equipment is old, it may not have a PCI slot for a 10/100 NIC.

•(Re-segmenting). Consider re-segmenting a LAN segment when sustained usage exceeds 50% on a regular basis.

•(Routers). Routers are slow and can be the cause of a bottleneck.  Consider replacing internal routers with layer 3 switches to achieve a performance boost.

Best Practice 11. WAN Bandwidth Management. Whenever WAN bandwidth usage is sustained at 50% or higher or future usage is forecast at 50% or higher, the cause should be determined and attempt made to alleviate the contention. If unable to reduce the contention through means such as rescheduling, then consideration should be made for increasing bandwidth.

Best Practice 12. New Technologies. Through ongoing training and certification, APG monitors new, key LAN and WAN services and technologies. As the services or technologies become more fully accepted, viable, available, and supportable, information regarding their availability should be conveyed to clients and other decision makers (strategic partners, vendors, etc).

Best Practice 13. Remote Support/Management. In situations where technical staffs are not locally available, the management, maintenance and service issues associated with remote support should be communicated in advance and figured in to the networking proposal (including support agreement) following best practices.  

Best Practice 14. Electrical Service. Network infrastructure addition and/or revision plans should include an analysis of the adequacy of electrical service especially in regard where it applies to dental practices and other “noisy” environments.   In specific environments such as operatories isolated ground should be specified for any workstation related circuit.  See supplemental attachment xxxxx.

Best Practice 15. UPS. Clients are strongly encouraged to use continuous inversion, uninterruptible power supply units (UPSs) with power conditioning and should be specified in all proposals. The UPS units should provide 15 minutes of battery backup for most network equipment and 30 minutes for servers. UPS units that automatically shut down in a controlled manner are preferred for servers.

Best Practice 16. Telecommunication Rooms (e.g., Telecommunications Closets or

Wiring Closets).  Clients should provide a secure, climate-controlled area for servers and networking components (e.g., switches, routers, etc.). Clients are encouraged to use racks or cabinets to maximize the utility of space available and to ensuring adequate space for easy access to the front and rear of network equipment and servers.

Glossary

Bandwidth - The carrying capacity of a circuit,usually measured in bits per second for digital circuits or hertz for analog circuits.

Ethernet – 1. A local-area network (LAN)protocol that is specified in IEEE 802.3 and that

uses CSMA-CD to provide 10 Mbps service over copper; 2. any of various enhancements to

Ethernet service providing greater bandwidth (e.g., Fast Ethernet or Gigabit Ethernet).

Fast EtherChannel – A Cisco proprietary method for increasing bandwidth by aggregating

ports. The following link provides Fast EtherChannel literature: http://www.cisco.com/warp/public/cc/techno/media/lan/ether/channel/prodlit/index.shtml
Hub - A LAN wiring concentrator that connects cables from numerous network devices. An

intelligent hub can monitor and report on network activity, typically using SNMP.

Internet Protocol (IP) - A communications protocol, which is instrumental in routing packets of data from one node on the Internet toanother. IPv4 routes each packet based on a 32 bit destination address called an IP address (e.g., 123.122.211.111).

IPv4 – Ipv4 is a four octet 32 bit IP address in the form 255.255.255.255.

IPv6 – Ipv6 is a sixteen octet 128 bit IP address. IPv6 identifies interfaces, not nodes. These addresses are of 3 types, unicast, multicast, and anycast. For a discussion and comparison with

IPv4 see the following NCS literature: http://www.ncs.gov/n6/content/tibs/html/tib97_1/sec5_0.htm.

Local Area Network (LAN) - A private computer network generally on a user's premises

and operated within a limited geographical area.

Network - 1. A configuration of data processing devices and software connected for information

interchange. 2. A group of two or more computer systems linked together.

Redundant Array of Independent Disks (RAID) - A method of organizing small format

disk devices to drastically increase I/O bandwidth and improve data availability.

Router - 1. An attaching device that connects two LAN segments, which use similar or

different architectures, at the reference model network layer. 2. (IRM) The combination of

hardware and software that links LANs and WANs together.

Segment -1. vt. to isolate traffic on a LAN; 2. n., the LAN devices and media isolated.

Simple Network Management Protocol (SNMP) - A set of network communication

specifications that cover all the basics of network management. It is a simple and expandable

protocol designed to give the capability to remotely manage a computer network by polling,

setting terminal values, and monitoring network events. It is comprised of three elements, a

MIB, a manager, and the agents. The manager is located on the host computer on the network. Its

role is to poll the agents and request information concerning the networks status. Agents run off

each network node and collect network and terminal information as specified in the MIB.

Switch - 1. n., a circuit switching hub. 2. vt., A communications paradigm in which a dedicated

communication path is established between the sender and receiver along which all packets

travel. The telephone system is an example of a circuit switched network.

Wide Area Network (WAN) - 1. A network that provides communication services to a

geographic area larger than that served by a local area network or a metropolitan area network, and that may use or provide public communication facilities. 2. A data communications network

designed to serve an area of hundreds or thousands of miles; for example, public and private packet-switching networks, and national telephone networks. 3. A computer network that links multiple workstations and other devices across a large geographical area. A WAN typically consists of multiple LANs that are linked together. 

Information provided in this Glossary was developed using several excellent Internet sources including the following:

O’Reilly’s (search box at the bottom of the page) http://www.oreilly.com/reference/dictionary/tsearch.cgi

What Is? http://whatis.techtarget.com/

Cisco’s Glossary of LAN terms http://www.cisco.com/univercd/cc/td/doc/product/lan/trsrb/glossary.htm

MobilInfo.Com Glossary http://www.mobileinfo.com/Glossary/

Free Online Dictionary Of Computing http://foldoc.doc.ic.ac.uk/foldoc/index.html

North Carolina ITS Glossary http://www.its.state.nc.us/Information/Glossary/GlossMain.asp

U. of Colorado Computing Standards with Links http://itp-www.colorado.edu/~scig/std_glossary.html
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